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1. Scope

11 |dentification

This document provides information needed for using the Defense Information Infrastructure
(DI1) Common Operating Environment (COE) Kernel Version 3.2.0.0 security administration
capabilities for Sun hardware running the Solaris 2.5.1 Operating System. See the DIl COE
Integration and Runtime Specification for more information about the DIl COE. See the DI
COE Ingtallation Procedures for the Kernel for more information about installing the DIl COE
kernel and segments.

The DIl COE Kernel is a Government off-the-shelf (GOTS) package that includes both GOTS
and Commercial off-the-shelf (COTS) software, as described in Section 1.2, System Overview.

NOTE: Throughout this document, Couri er font is used to indicate entries to be typed at the
keyboard, UNIX commands, file and directory names, and screen text. For example:

Thefileislocated inthe Di | _DEV directory.

NOTE: Throughout this document, any mention of the Security Manager refersto a function
within the overall Security Administration software. Information about the Security Manager
does not necessarily apply to general security administration. The text notes wherever any
information about the Security Manager might be confused with the Security Administration
software. The Security Manager is accessed through an iconin the L: SSO Def aul t window.

1.2 System Overview
The DIl COE will normally make available a large number of segments, not al of which are
required for every application. The DIl COE Kernel is the minimum set of software required on
every workstation regardless of how the workstation will be used. These components include the
operating system and windowing services, as well as external environment interfaces. The DI
COE Kernel for Solaris 2.5.1 includes the following components:

C System Administration function

C Security Administration function

C Runtimetools

C COTS software (windowing environment)

C GOTS software.
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The Security Administration function described in this manual provides the ability for authorized
usersto create, delete, and maintain user accounts and UNIX groups, as well asto define profiles,
which provide users with easy access to the executables and icons they need to perform their
duties. Profiles provide a mechanism by which a security administrator can group sets of users,
often by their job responsibilities, to appropriate applications.
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3. Software Summary

This following sections provide a summary of the Security Administration function of the DI
COE Kernel.

The following paragraph applies to the Security Manager and not to the general Security
Administration software.

The Security Manager providesthe ability for authorized users to create, delete and maintain
user accounts and UNIX groups, as well as define profiles that provide users with easy accessto
the executables and icons they need to perform their duties. A profile provides a mechanism by
which a security administrator can group sets of users, often by their job responsibilities. Rather
than assigning each user alist of applications they are alowed to access, the security
administrator can define a profile which provides convenient access to a series of applications, and
then assign users to one or more profiles. For example, the security administrator may create a
profile called Gocs User , which would contain all of the applications that a typical Global
Command and Control System (GCCS) user would need to access. The administrator could then
assign this profile to one or more user accounts. Similarly, the administrator could create a profile
called Backup that would provide access to the applications needed to perform a system backup.
This profile could again be assigned to one or more user accounts. Security Manager requires that
users have at least one profile assigned to them.

3.1 Software Description

The DIl COE isacore or minimum set of software components required on every workstation to
support mission applications. The components include the operating system and windowing
services, as well as externa environment interfaces. Another of these componentsiis the Security
Administration component, or segment. When combined with the operating system, the Security
Administration segment gives the security administrator the ability to enforce system security

policy.

The Security Administration component provides the capability to establish, maintain, and delete
user accounts and UNIX groups and define profiles. These profiles, based upon definition,
provide users with levels of access to executable applications with menus and icons that they need
to perform their duties.

An improvement with the delivery of the DIl COE Kernel 3.2 Patch 2 release is the ahility to
monitor and manage the growth of the audit logs. The audit logs retain information on user logins
and logouts to the system. This improvement will provide notification of the growth of these files
as well as manual or automatic removal of these files when thought necessary by the security
administrator.

The Security Administrator account group serves as atemplate for establishing a runtime
environment for the security administrator. It contains template files for specifying COE processes
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to launch at login time, functions to be made available to operators, and global default preferences
such as color selections for window borders.

Once profiles have been created and defined, usethe Edit Profi | es icon to modify profilesto
add and restrict access to functions that have menus and options.

The following paragraph and the remainder of Section 3.1 apply to the Security Manager and not
necessarily to the general Security Administration software.

Security Manager supports both local and global user accounts and local and global profiles. You
should establish whether or not your site will be using local and global user accounts and profiles
before you begin using Security Manager. Local and global accounts and local and global profiles
can exist smultaneoudly.

311 Local and Global User Accounts
Local user accounts are created and maintained on an individual machine and allow the user to log
in only on that machine. Global accounts use network services, such as Network Information
Service (NIS) and Network File System (NFS), to create and maintain accounts that allow a user
to log in to multiple machines using the same password and account.
If auser is created with alocal scope, then:

C TheUser Account datais stored in/ et ¢/ passwd.

C Their UNIX Group memberships are stored in/ et ¢/ gr oup.

C Their User Directory islocated at / h/ USERS/ | ocal / <I ogi n- nane>.
If auser is created with aglobal scope, then:

C TheUser Account datais stored inthe NIS or NIS+ passwd database.

C Their UNIX Group memberships are stored in the NIS or NIS+ group database.

C Their User Directory islocated at / h/ USERS/ gl obal / <I ogi n- nane>.
3.1.2 Global and Local Profiles
Global user accounts are available based on the configuration of NIS or NIS+ on the system.
Global user accounts will be disabled on a standalone workstation. On a NIS client, global user
accounts will be available for viewing, but modifying the accounts or groupsis not allowed. On a

NIS or NIS+ server, or aNIS+ client added to the administration group, full global account
functionality is available.
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Similarly, local profiles are defined on, and available to, the local machine, whereas global profiles
are defined once, but made available to a number of machines via an NFS mount point.

If the profile's scopeislocal, al of the information about the profile is stored in the local
machine's user-profile database at / h/ USERS/ | ocal / Profi | es. If the profile's scope is global, all
of the information about the profile is stored on another machine and served by NFS. The global
profile's information should be mounted so it isat / h/ USERS/ gl obal / Profi | es on all client
machines.

Local profiles are dways available on al machines.
3.1.3 Accounts and Profiles Interaction

The Security Manager provides the tools to alow a site's security administrator to associate users
with profiles. The Security Manager allows local usersto be associated with both local and global
profiles. It also alows global usersto be associated with both local and global profiles. It is
recommended that all users be assigned to at least one local profile, asthiswill alow the user to
access applications even if the NFS or NIS server is unavailable due to failure or network
segmentation.

3.14 Default Profile

In the 3.0 version, a user's default profile only established their default group (i.e., the GID that
appearsin either the/ et ¢/ passwd file or the NIS/NIS+ passwd entry); it did not add the user to
the profile. The default group assigned was derived from the UNIX group assigned to the account
group to which the default profile belongs.

However, inthe 3.2 version, assigning a user to a default profile not only assigns the user's default
group ID (GID) in the manner previously discussed, but also adds the user to that profile. There
are some subtle points for this assignment.

C Changing auser's default GID once it has been assigned can be very problematic since it
may involve changing the group ownership of the user's files, which may be scattered in
various directories. Therefore, the decision was made not to allow a user's GID to be
changed by Security Manager once it has been created.

C Although the user's default profile will appear in the profile's window, it should not be
removed from the user or deleted. Attempting to unassign users from their default profiles
will result inani nval i d dat a error, and Security Manager will not allow the change to
be made.

November 18, 1997 7



Dl11.3200.S01251.Kernel .P2.UM-1

3.15

Safe Profile

The concept of a safe profile has been incorporated into the Security Manager. The intent isto
provide afail-safe profile that is aways available. When a user logs on, the session manager
automatically tries to resume the user's previously assumed profiles. If they are all unavailable
because they have been deleted or others are using them while locking is enabled, the session
manager will look at the user's profile, and if the safe profile has been assigned but not previoudly
assumed by the user, it will try to assume the safe profile. Failing this, the sesson manager will log
the user in with no profiles. The safe profile has the same capabilities as any other profile.

There are afew subtle points concerning safe profiles.

C

C

3.2

The security administrator must create the safe profile using Security Manager.
The safe profile should ideally be alocal profile, but it may be global aswell.

The session manager will not try to assume the safe profile upon failure of the user's
previously assumed profiles unless the safe profile is assigned to the user.

The safe profile should never be locked.

The safe profile must actually be named Saf e Prof i | e. Because profile names must be
unigue within a scope, one safe profile defined within a scope can exist.

Software I nventory

The following section lists the directory structure and software files that make up the Security
Administration account.

/ h/ Acct G ps/ SecAdm

Scripts
SegDescrip
bi n

dat a

/ h/ Acct G ps/ SecAdm Scri pt s:

. Xdefaults

. Xdef aul ts. SSO
.cshrc

.cshrc. SSO
.login

.mwmrc. runti ne
. Xsessi on

. Xsessi on. SSO
RunSSO

/ h/ Acct G ps/ SecAdm SegDescri p:

FileAttribs
Instal |l ed
Post | nst al |

8 November 18, 1997
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Rel easeNot es
Segl nfo
SegNane
VERSI ON

/ h/ Acct G ps/ SecAdm bi n:
SSOEditProfiles

/' h/ Acct G ps/ SecAdni dat a:
| cons

/ h/ Acct G ps/ SecAdni dat a/ | cons:
Secl cons

The Security Manager application and associated user-profile database are automatically installed

as part of the DIl COE Kernel load. If global accounts are being used, NIS or NIS+ must be
properly installed and configured.

3.3 Softwar e Environment

The following resources are needed to install and operate the DIl COE Security Administration
software:

C A Sun computer
C Solaris2.5.1 Operating System
C DIl COE Kernel Version 3.2.0.0 (Solaris 2.5.1)
C DIl COE Kernel Installation Guide
C DIl COE Installation Procedures for the Kernel Patch 2
C DIl COE System Administrator’s Guide
For the Security Manager, if your site will be using global user accounts, NIS or NIS+ must be set

up and configured properly. See Section 4.1 for a detailed discussion on how to configure NIS
and the Security Manager for your site.

34 Software Organization and Operation Overview

The Security Administrator account group serves as atemplate for establishing a runtime
environment for the security administrator. It contains template files for specifying COE processes
to launch at login time, functions to be made available to operators, and global default preferences
such as color selections for window borders.

Once profiles have been created and defined, usethe Edit Profi | es icon to modify profilesto
add and restrict access to functions that have menus and options.

November 18, 1997 9
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The following applies to the Security Manager and not necessarily to the general Security
Administration software.

The Security Manager interface revolves around catalogs or windows. One catalog exists for each
of the four main types of objects you will need to administer: users, profiles, applications, and
UNIX groups. Only one catalog can be active, or visible, at atime. Each catalog provides the
toolsthat allow you to view, create, modify, or delete objects.

In general, you will begin security administrator activities by activating the appropriate catalog
and then interacting with the catalog using the functions provided with the three pull-down
menus, or through interface short-cuts, such as double-clicking on an entry to modify it. For
example, to add a new user, bring up the User Catalog and use the New User option provided
under the Fi | e menu to enter detailed information for the new account.

35 M odes of Operation

The Security Administration segment and its capabilities are available only to those users that
have been given access by the security administrator through definition of a profile and
subsequent assignment of that profile to a user account.

3.6 Security and Privacy

Copyright, Inter-National Research Institute, Inc. 1997, All Rights Reserved. This material may
be reproduced by or for the U.S. Government pursuant to the copyright license under the clause
at DFARS 252.227-703 (OCT 1988). No other licenses are required for using this software. No
freeware or shareware is included. Because this software is unclassified, no security
considerations apply.

3.7 Assistance and Problem Reporting

To receive immediate assistance with a problem or to report a problem, call the DIl COE Hotline
at (703) 735-8681 (DSN 653-8681) between the hours of 9:00 A.M. and 5:00 P.M. Eastern
Standard Time. You can also send afacsmile to (703) 735-3080 (DSN 653-3080), send an e-mail
message to hotlinec@ncr.disa.mil, or look on the DIl COE Hotline web site at the following
URL.: http://spider.osfl.disa.mil/dii/hotline/index.html. The DIl COE Hotline islocated at the
Operational Support Facility (OSF) in Sterling, Virginia
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If a problem cannot be corrected by the procedures described in this document, follow these
guidelinesto report it:

STEP1: Makesurethe problem can berepeated.

STEP2: Record pertinent information. Record the problem, the last steps leading to the
problem, and the frequency with which the problem occurs.

STEP 3. Describe attemptsto solve the problem.

November 18, 1997 11
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4. Accesstothe Software

NOTE: Throughout this manual, it is assumed that you are modifying local accounts and
profiles, as designated by options beginning with L: . To modify global accounts and profiles,
use options beginning with G instead.

The following procedure applies to the Security Manager and not to the general Security
Administration software.

Only those user accounts assigned to profiles under the Security Administrator account group
may run Security Manager. Follow the steps below to access the Security Manager.

STEP1: Login assecnan.

STEP2: Enter theappropriate password.

STEP 3. Double-click the Appl i cati on Manager icon on the CDE Main Control
Panel. Refer to the TriTeal Enterprise Desktop User's Guide for more information
about CDE.

STEP 4. Double-click theDl I _APPS icon. The Appl i cati on Manager - DI | _APPS
window appears.

STEP5: Double-click theL: SSO Def aul t icon. The Appl i cati on Manager -
L: SSO _Def aul t window appears.

STEP 6. Double-click theSecurity Manager icon. The Security Manager window
appears.

This section provides procedures for accessing the DIl COE Security Administration software.
4.1 Softwar e Setup

This section gives procedures to install, deinstall, configure, and access the DIl COE Security
Administration software.

The following paragraph applies to the Security Manager and not to the general Security
Administration software.

The behavior of the Security Manager application depends on both the system's configuration
(i.e., which network services are available and how they are configured) and the settings defined
in Security Manager's own configuration file.

November 18, 1997 13
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411 System Configuration

Section 4.1.1 applies to the Security Manager and not necessarily to the general Security
Administration software.

Workstations can be configured as standalone workstations. Standalone workstations can only
have local accounts and profiles. A network information service, NIS or NIS+, must be operating
on the workstations to support global accounts and a network file system (such as NFS) must be
running to support the serving of global profiles.

HP-UX workstations can act as NIS clients or NIS servers. Solaris workstations can act as NIS
clients, NIS+ clients, or NIS+ servers. A Solaris workstation configured as a NI S+ server must
runinY P compatibility mode to support NIS clients. A Solaris workstation configured as a NIS+
client requires another Solaris workstation configured as a NIS+ server.

4.1.2 Differences Between NIS and NI S+

Section 4.1.2 applies to the Security Manager and not necessarily to the general Security
Administration software.

Under NIS, client workstations do not have the ability to alter the NIS database on the server.
Under NIS+, whichisfor Solaris only, if aclient NIS+ workstation and NIS+ user are both
members of the NI S+ administration group, that user/workstation combination can change the
NIS+ database on the server. These restrictions are extended to Security Manager when dealing
with global accounts, or those accounts served by NIS or NIS+.

Security Manager executing on a NIS client can view global user accounts. All options to modify
UNIX accounts and groups will be disabled. Profile management will still be available for global
profiles, as well as all local functionality.

Follow the steps below to add an existing NIS+ client workstation to the NIS+ administration
group.

STEP1: LogintotheNISt server asa user who isalready a member of the NI S+
administration group.

STEP2: Bringup aterminal window.

STEP 3. Typethe command to add the workstation. Enter the following command on
the command line:

% ni sgr padm -a admi n. <donai n>. <client_wor kst ati on>. <domai n>.

STEP4: Check status message for success.
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STEP5: Suppy thelogin password. Any account with administrative privileges on aNIS+
workstation must go through an additional step of supplying the login password
when invoking Security Manager. When Security Manager is launched from the
icon, adialog will prompt for the login password and a confirmation password. If
the account does not have the proper privileges, or the password isincorrect, an
error dialog displays an error message.

NOTE: Asdiscussed in Section 5.4.1, Assign or Unassign Usersto Profiles, aprofile
directive is provided to automatically add or delete a user from the NIS+ administration group
when the user is assigned or unassigned from an administrative profile. Administrative profiles
are listed inthefile/ h/ Acct G ps/ SecAdni adni n/ scri pt s/ adnin_profiles.

This file is modifiable by any user in the UNIX group adm n and should be modified to contain
alist of profiles to be assigned to users with system administration duties.

4.1.3 Security Manager Configuration File

Section 4.1.3 applies to the Security Manager and not necessarily to the general Security
Administration software.

The default behavior of Security Manager can be modified by changing the parameters stored in
the/ h/ Acct G ps/ SecAdni dat a/ conf i g/ secman_def aul t s configuration file. Thisfileisan
ASCII file, changeable only by the super-user. Values in the file appear one per line, starting with
the identifier, a colon, then the value being assigned to the identifier. They are as follows:

C default_profile_local:<Account G oup>:<Profile Name>

The value assigned to this token appears as the default profile for creating new local
accounts. The value must match an existing local profile and account group.

C default_profile_global:<Account G oup>:<Profile Name>
This value assigned to this token appears as the default profile for creating new global
accounts. It isthe only token in secman_def aul t s not specified when the workstation is
installed. The value must match an existing global profile and account group.

C uid_nmin_local:<integer> uid_max_| ocal : <i nt eger >
These two tokens are used to define arange of valid user ID numbers that are permitted
for local accounts. Security Manager will not allow local user accountsto be created with

ID numbers outside of this range.

C uid_nmin_global : <i nteger> ui d_nmax_gl obal : <i nt eger >

November 18, 1997 15
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These two tokens are used to define arange of valid user ID numbers that are permitted
for global accounts. Security Manager will not allow global user accountsto be created
with ID numbers outside of this range.

gid_mn_local : <integer> gid_max_| ocal : <i nt eger >

These two tokens are used to define arange of valid group ID numbers that are permitted
for local groups. Security Manager will not alow local groups to be created with ID
numbers outside of this range.

gi d_m n_gl obal : <i nt eger > gi d_nmax_gl obal : <i nt eger >

These two tokens are used to define arange of valid group ID numbers that are permitted
for global groups. Security Manager will not alow global groups to be created with 1D
numbers outside of this range.

nis_path:<directory_path

Thistoken is used to define the location of the source files used to populate the NIS (not
NIS+) database. Thistoken is not referenced on workstations using NI S+.

nmodi fy_accounts: <true|fal se>

This token, when defined as true, allows Security Manager to modify the UNIX user
accounts and groups. It should be set to false when other means of manipulating accounts
and groups are in use. Regardless of the setting of nodi fy_account s, Security Manager
will be able to perform profile management.

The numeric ranges specified for user and group I Ds based on scope are recommended not to
overlap, helping to prevent possible ownership conflicts and data loss. In addition, it makes
account and group scope readily identifiable.

414

Familiarization

For familiarization with operating the software, see the DIl COE System Administrator’s Guide.

The following paragraph and the remainder of Section 4.1.4 apply to the Security Manager and
not necessarily to the general Security Administration software.

The Security Manager interface is comprised of a series of catalogs and pull-down menus. A brief
overview of how to work with each of the catalogs is provided below. The detailed functions of
each catalog and menu are provided in Section 5.

16
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4.14.1  Security Manager Catalog Basics

The Security Manager divides its functions among four different catalogs, each responsible for a
particular type of data. Currently, there are catalogs for users, profiles, applications, and UNIX
groups. Y ou can interact with only one catalog at atime and use the Vi ew pull-down menu to
specify which catalog to use.

Each of the catalogs has the same basic interface and allows you to perform similar functions. The
following sections briefly describe the main functions available from each of the catalogs. Use the
catalog displayed in Figure 1 as areference.

File Edit Wiew

User Catalog
Local Scope —

Login User Mame o Scope Unix Groups

COE COE Boot Acco | 400 local COE =
S8 Swstem Admin & | 60 lacal other

SS0O Security admin |50 lacal admin

adm Aadmin 4 local adm, Ip, sws, ttw

bin Ausribin 2 local bin, sws

chh Chialan H. Hwa |E65535 local admin

daemaon s 1 local adm, bin, daemo
listen MNetwork admin | 37 local adm

Ip Line Printer &d | 71 local Ip

Use shift+Buttonz to resize columns

Figure 1. Example Catalog
4.14.1.1 Selecting Scope

Each catalog has a Scope pull-down menu that determines the scope of the data displayed in the
catalog. A scope may be

C Local, which indicates that only user, profile, group and application information stored
locally on this machine should be displayed

C Global, which indicates that the information being displayed is being served by a network
service (i.e, NIS & NFS)

C Both, indicating that both local and global sources should be displayed.
Choose whichever scope is appropriate for your work. Each catalog may have a different scope.

If multiple scopes are active, then the values stored in significant fields will be prefaced by either
anL: oraG indicating that the entry is either local or global respectively.
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NOTE: Accessing global datais somewhat slower than accessing local data and may be
impacted by network load and connectivity.

4.1.4.1.2 Resizing the Columns

Occasionally, a catalog will contain more data than can be displayed on a single screen. In this
case, horizontal or vertical scrollbars will appear, and you may use these scrollbars to make
additional information visible.

The columns of each of the catalogs are set to a predefined width. Y ou may resize columns by:

1. Positioning your cursor over the boundary between two columnsin the body of the
catalog, not the header.

2. Holding down the shift-key and clicking and holding down the second mouse button.

3. Dragging the column to its desired size.

NOTE: Because Security Manager is likely used by several people, it will not retain your
changes.

4.1.4.1.3 Reordering Columns

This version of Security Manager does not provide the user with the ability to reorder columns.
4.1.4.1.4 Sorting Contents by Column

Y ou can sort the catalog in ascending order based on the contents of any of the columns. To sort
acatalog, place the cursor over the column heading you want to sort and click the left mouse
button. Currently, no provision exists for sorting multiple columns simultaneously.

4.1.4.1.5 AddingEntriesto a Catalog

To add an entry, usetheFi | e pull-down menu. At thistime, the catalog does not provide a short
cut for adding entries.

4.1.4.1.6 Modifying Entriesin a Catalog
Y ou may directly access the modify screen for a given entry by double-clicking the entry. For
example, from the User Catalog, double-click an entry to automatically bring up the Modi fy User

screen containing data from that record.

4.1.4.1.7 Deleting Entriesfrom a Catalog
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To delete an entry in a catalog, highlight the desired entry and select the appropriate Del et e
option from the Edi t pull-down menu. For example, to delete a user's account, bring up the user
catalog, highlight the user's entry, and choose Del et e User fromthe Edi t pull-down menu. A
dialog box asks you to confirm deletion of this user’s account.

4.14.2  Security Manager Pull-Down Menus

The Security Manager application window (Figure 2) contains a menu bar with three pull-down
menus. Use these menus to access amost all of Security Manager's functions. In each of these
menus, some options will appear grayed out, showing that the option is either not yet
implemented or inappropriate at the moment. Each of the menus will be discussed below.

EM_security_manager

| File Edit view

Figure 2. EM Security Manager Window Menu Bar
41421 FileMenu

TheFi | e menu (see Figure 3) provides the ability to create new user, profile, or UNIX group
entities and to exit the Security Manager application. Many of the other featuresontheFi |l e
menu are grayed out, indicating that the ability to print reports, import users and profiles from
another machine, export users and profiles from this machine, and to temporarily disable user
accounts will be provided in future Security Manager releases.

| Hew User
MNew Profile
Mew Group

Exit Ctri+C

Figure 3. Security Manager Window File Menu

Pull-down menu functions are only active when their associated catalog is active. For example,
when the User Catalog is active, the Fi | e menu will provide options for New User and Exi t . The
options for New Profi | e and New G oup are only available when you are using the Profile
Catalog or UNIX Group Catalog respectively.
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4.1.4.2.2 Edit Menu

The Edi t menu (see Figure 4) provides the ability to modify or delete existing user, profile, or
UNIX group entities. The d ear , Copy, and Past e features are reserved for future use and will be
used extensively in the matrix operations that are part of the next Security Manager release.

Delete User
Delete Profile
Delete Unix Group
Modify User
Modify Profile
mModify Unix Group

Figure 4. Security Manager Window Edit Menu

Pull-down menu functions are only active, not grayed out, when their associated catalog is active.
For example, when the User Catalog is active, the Edi t menu will provide options for Del et e
User and Modi fy User . The options for deleting and modifying profiles and UNIX groups are
available only when you are using the Profile Catalog or UNIX Group Catalog respectively.

41423 View Menu
The Vi ew menu (see Figure 5) provides the ability to switch between the four primary catalogs:

User, Profil e, Applications, and UNl X G oups. Choosing one of these options will cause the
selected catalog to appear inthe Security Manager main window.

|gsers
Frofiles
applications
Lnix Groups

Figure 5. Security Manager Window View Menu

The next release of Security Manager will provide the ability to view and interact with datain a
matrix format and will provide three new catalogs. The User by Profi |l e catalog will list users
on one axis and the available profiles on the other. This will provide an easy way to see which
users are assigned to which profile, and to compare two users to see how their access permissions
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differ. Similarly, the Appl i cation by Profile catalog will enable applicationsto easily be
assigned to profiles, as well as provide an easy way to view alisting of which applications are
assigned to which profiles.

4.1.5 Access Control
This section provides an overview of user security features.

To add passwords, see Section 5.3.1, Assigning Passaords. To change the Security
Administration password, see Section 5.3.10, Changing the secman Password.

The following paragraph applies to the Security Manager and not necessarily to the general
Security Administration software.

Access to Security Manager is specifically granted by the security administrator. Users who need
to access Security Manager must be assigned to a profile that contains the Security Manager
application. Only profiles that are derivatives of the SSO_Def aul t account group can grant access
to Security Manager.

4.1.6 Installation and Configuration

The Security Administration segment is packaged as a component of the DIl COE Kernel and is
therefore installed with the DIl COE Kernel. For instructions on installing and configuring the DI
COE Kernel containing the Security Administration software, see the DIl COE Installation
Procedures for the Kernel Patch 2. Prior to installation of Kernel Patch 2, installation of the DI
COE Kernel Version 3.2.0.0 isrequired. For instructions on installing and configuring the DI
COE Kernel Version 3.2.0.0, see the DIl COE Kernel Installation Guide. DIl COE Kernel Patch
2 does not require deinstallation of DIl COE Kernel 3.2 Patch 1 prior to itsinstallation.

4.2 Initiating a Session

To access DIl COE Security Administration functionality, you must enter the secman login name
and the secman password. Only user accounts assigned to profiles under the Security Admin
account group may run Security Administration software. TheDl I COE Logi n screen (Figure 6)
and the DISA security screen appear any time a machine loaded with the Solaris 2.5.1 Operating
System and the DIl COE Kernel is rebooted or any time a user logs out of the system at the
console.
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DIl COE Login

Name:
Password:

Figure 6. DIl COE Login Screen

To log in with asecnan account and access DIl COE Security Administration functionality,
follow the steps below.

STEP 1

STEP 2:

STEP 3:

STEP 4:

Login asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application M anager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

NOTE: Throughout this manual, it is assumed that you are modifying local accounts and
profiles, as designated by options beginning with L: . To modify global accounts and profiles,
use options beginning with G instead.

STEPS:

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

The following paragraph applies to the Security Manager and not necessarily to the general
Security Administration software.

Only those user accounts assigned to profiles under the Security Adm n account group may run
Security Manager. Double-click the Securi ty Manager iconin the folder associated with an
administrative profilein Appl i cati on Manager ; awindow will appear similar to that shown in
Figure 7, except it has alarge empty body below.

22
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| Fite Edit view

Figure 7. EM Security Manager Main Window

If you experience problems while initiating a section, see the error recovery guidelinesin the DI |
COE System Administrator’s Guide.

4.3 Stopping and Suspending Work

Use of the Security Administration software segment is dependent upon assignment of
applications to a profile and subsequent assignment of the profile to a user. The security
administrator performs this assignment. Revocation of the profilesis only accomplished during the
period when the user is not accessing that profiles.

To cease use of the DIl COE Security Administration functionality, log out of the secman
account. Y ou have successfully logged out whenthe DI I COE Logi n window appears (Figure 6).

To log out of the secnan account, follow the steps below.

STEP 1. Chooseto logout of the account. Inthe CDE Front Panel, click EXI T. The
Lougout Confirmati on window appears.

STEP 2. Continuethelogout. Click Conti nue | ogout . TheDi | CCE Logi n window
appears.

The following paragraph applies to the Security Manager.

To quit using Security Manager, select Exi t from the Fi | e menu. If you have made any changes
that have not yet been committed, you will be prompted to either accept the transactions or
discard them.
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5. DIl COE Security Administration Processing Guide

NOTE: Throughout this manual, it is assumed that you are modifying local accounts and
profiles, as designated by options beginning with L: . To modify global accounts and profiles,
use options beginning with G instead.

The Appl i cati on Manager - L:SSO Default window contains the following security
management icons:

C Assign Passwords

C Audit Log File Manager
C Edit Profiles

C Profile Selector Config
C Security Manager

C Security Mygr Renote

C Unlock Users

C Update Security DB.

The Assi gn Passwords, Audit Log File Manager ,Edit Profiles, Security Mnager, and
Unl ock User s icons are described in the following subsections.

NOTE: Documentation for theProfile Sel ector Config, Security Myr Renote, and
Updat e Security DB iconsand their associated functionality will be provided at alater date.

In addition to describing the icons above, this guide describes the Chg Passwor d icon. To access
thisicon, select the DI | _TOOLS folder from the Appl i cati on Manager window. The
Application Manager - DI I_TOOLS window appears. The Application Manager -

DI | _ToaLs window contains the Chg Passwor d icon.
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51 Capabilities

The Security Administration segment provides the capability to establish, maintain and delete user
accounts and UNIX groups and define profiles. In addition, the security administrator has the
capability to manage the audit log files.

The Security Administrator account group serves as atemplate for establishing a runtime
environment for the security administrator. It contains template files for specifying COE processes
to launch at login time, functions to be made available to operators, and global default preferences
such as color selections for window borders.

Once profiles have been created and defined, usethe Edit Profi | es icon to modify profilesto
add and restrict access to functions that have menus and options.

The remainder of Section 5.1 applies to the Security Manager and not necessarily to the general
Security Administration software.

The Security Manager interface design revolves around catalogs. There is one catalog for each of
the four main types of objects you will need to modify: users, profiles, applications, and UNIX
groups. Only one catalog can be active, or visible, at atime.

In general, begin Security Administration by activating the appropriate catalog and then
interacting with the catalog using the functions provided with the three pull-down menus, or
through interface short-cuts such as double-clicking an entry to modify it. For example, to add a
new user, bring up the User Catalog and use the New User option under the Fi | e menu.

5.2 Conventions

User names or profiles may be either local or global. If both local and global objects are displayed
on the same window, the object's name will be prefaced by either anL: or aG , indicating that it
islocal or global respectively. For example, the profile name G SSO Def aul t refersto the global
SSO Def aul t profile, whereas the profile L: Saf e_Prof i | e refers to the safe profile defined on
the local machine.

For adescription of other conventions used by the software, see the User Interface Specifications
for the DII.
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5.3

Processing Procedures

The following sections provide instructions on using the System Administration capability of DI
COE. The sections are arranged by the following functions:

C

C

C

C

Assigning Passwords

Modifying Profiles

Unlocking Users

Monitoring Hard Disk Capacity
Managing the Audit Log Files
Manually Deleting Audit Log Files
Maintaining User Accounts
Maintaining Profiles

Viewing the Application Catalog
Maintaining UNIX Groups

Changing the secman Password.

Section 5.3.1, Assigning Passwords, must be completed before Section 5.3.2, Modifying Profiles,
and Section 5.3.3, Unlocking Users.

The following procedure applies to the Security Manager.

The Security Manager provides agreat deal of flexibility in setting up user accounts and profiles.
However, you will find it easier if you perform these steps in the following order during your
initial implementation of users and profiles:

STEP 1. Load segmentsand generatethe applications database.

STEP 2: Define profilesand assign applicationsto them. Take time to consider how

users are grouped and which applications you want which usersto be able to
access.

STEP 3: Define any additional UNIX groupsthat your site will need.
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STEP 4: Create new user accountsand add the usersto the profilesand the UNI X
groupsyou have previoudy defined.

531 Assigning Passwords

Passwords can be changed for existing local or network user accounts using the Assi gn
Passwor d icon. Follow the steps below to assign passwords to existing user accounts.

STEP 1. Loginasthesecurity administrator. IntheDl | CCE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

STEP2: Enter thesecman password. IntheDi | CCE Logi n window, type the secnan
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

STEP 3. Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

STEP4: OpentheD | _ApPPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

STEP5: Open thelL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.
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STEP 6. Select the Assi gn Passwor ds icon. To open the Assi gn Passwor ds window
(Figure 8), double-click the Assi gn Passwor ds icon. The window shown in
Figure 8 contains alist of local user accounts sorted by user name because User

Nare is selected inthe Sort by panel.

|

|- |

# User Name
» User 1D

Local Users

COE (4007%
sn (60}
S50 (50
adm (4}
bin (2}
daemon (1)
listen (37)
1p (71} ¥

I

"ok |

Close |

Figure 8. Assign Passwords Window (Sorted by User Name)

Figure 9 contains alist of local user accounts sorted by user ID because User 1D
isselected inthe Sort by panel.

|

|- |

» User Name
 User ID

Local Users

Lo T W Y N P T T e e Y e

{root)
[smtp)
(daemon)
(hin)
isys)
(adm}
(e
Crocp) i

I

"ok |

Close |

Figure 9. Assign Password Window (Sorted by User ID)
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STEPT7:

STEP 8:

STEP 9:

STEP 10:

STEP 11:

STEP 12:

Determineif you want to view a list of local user accountsor network user
accounts. To select either the Local User s option or the Net wor k User s option,
click the button at the top of the window.

Determineif you want to view thelist of user accounts by user name or by
user ID. Inthe Sort by panel, click either User Nane or User | D.

Select the user account for whom you want to assign a password. Highlight a
user account and click . The Set Passwor d window appears (Figure 10).

|

Enter new password for COE on tests

L |

Figure 10. Set Password Window

Enter a new password. Inthe Enter new password for [user nane] on
[ machi ne nane] field, type a new password and click oK. The Veri fy Password
window appears (Figure 11).

|

Verify Mew Password

‘ mc:| Cant:ell

Figure 11. Verify Password Window

Re-enter the password. IntheVerify New Password field, retype the password
and click oK.

Assign a password for other user accountsor exit the Assi gn Password
window. Assign a password for other user accounts by following STEPS 7-11 for
each user account. When you are done assigning passwords to user accounts, click
d ose to exit the Assi gn Passwor d window (Figure 8).

30
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5.3.2 M odifying Profiles

Once created and defined, you can modify profiles to add and restrict access to functions within
menus and options using the Edi t Profi | es icon. Follow the steps below to modify profiles.

STEP 1. Loginasthesecurity administrator. IntheDl | CCE Logi n window (Figure 6),
type secman in the Nane field and press [RETURN].

STEP2: Enter thesecman password. IntheDi | CCE Logi n window, type the secnan
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

STEP 3. Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additiona
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

STEP4: OpentheD | _ApPPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

STEP5: Open thelL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

STEP6: Select theEdit Profiles icon. To openthe USER PROFI LES window
(Figure 12), double-click the Edi t Profi | es icon. The USER PRCOFI LES window
lists all user profiles you can modify.

USER FROFILES
FROFILE GROUP IFICATION
Def

Figure 12. USER PROFILES Window

STEP7: Select a profileto modify. To modify a profile's access to functions within menus
and options, select the profile and click EDI T.

NOTE: SA Defaul t and SSO Def aul t user profiles cannot be edited. If you select one of
these, the CANNOT MODI FY warning window appears. To close it, click oK.
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STEP8: Review theinformation in the EDI T PROFI LE window. The EDI T PROFI LE
window appears (Figure 13). The PERM SSI ONS panel shows the applications that
have been assigned to that profile.

= EDIT PROFILE |

Figure 13. EDIT PROFILE Window

STEP9: Modify permissions, if desired. To modify permission settings for an option,
highlight the option in the PERM SSI ONS panel and click EDI T. For example, in the
EDI T PROFI LE window (Figure 13), click a permission such as the Di skManager
option and click EDI T.
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STEP 10: Set permissionsfor the option. The EDI T PERM SSI ONS window appears
(Figure 14). Figure 14 shows DI SKMANAGER PERM SSI ONS because the
Di skManager option was selected in STEP 8. Click the options for which the
profile should have permissions. For example, if you want the profile to be able to
mount a file system and unmount afile system, click Mount and Unnount in
Figure 14. When you finish selecting options, click K. The EDI T PROFI LE
window (Figure 13) returns to the forefront.

EDIT PERMISSIONS

DISkKMAMAGER PERMISSIONS

O Mawnt O Unmount
O HEWFS O Init Floppy
O Mount Hew

Fermiz=ion String:

Figure 14. EDIT PERMISSIONS Window

STEP 11: Modify menu access, if desired. To modify menu access settings for the option,
highlight a menu in the MENU ACCESS panel and click EDI T. For example, in the
EDI T PROFI LE window (Figure 13), click a menu access option such asthe
SAMenus. mai n option and click EDI T.
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STEP 12: Set menu access settings. The EDI T MENU ACCESS window appears (Figure 15).
Figure 15 shows System Administration menus because the SAMenus. mai n option
was selected in STEP 10. Click the menus for which the profile should have
permissions. For example, if you want the profile to have accessto the Hel p menu
and the SA Syst emmenu, click Hel p and SA Syst emin Figure 15. When you
finish selecting options, click K . The EDI T PROFI LE window (Figure 13) returns
to the forefront.

EDIT MEMU ACCESS

t Installer

ent In=tallation Server

CAHCEL

Figure 15. EDIT MENU ACCESS Window

STEP 13: Apply your changes. To apply your changes and exit the window, click oK in the
EDI T PROFI LE window (Figure 13).
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533 Unlocking Users

A user account is disabled automatically the third consecutive time an incorrect password is
entered for that account. When an account is disabled, a message similar to the following appears:

Account is disabled -- see Account Adm nistrator.

Unlock disabled user accounts using the Unl ock User s icon. Follow the steps below to re-enable
auser account that has been disabled.

STEP 1. Loginasthesecurity administrator. IntheDl | CCE Logi n window (Figure 6),
type secman in the Nane field and press [RETURN].

STEP2: Enter thesecman password. IntheDi | CCE Logi n window, type the secnan
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

STEP 3. Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

STEP4: OpentheD | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

STEP5: Open thelL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

STEP6: Select the Unl ock Users icon. To opentheUser Account |nfornation
window (Figure 16), double-click the Unl ock Users icon.
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Users View

Results

STEP7: Seect the host machine for which a user has been locked out. In the Host

T}
I User Account Information

User Name: User ID: Group 1D:
Account Access:

Full Hame:

Office:

Office Phone: Home Phone:
Organization:

Social Security Number:

Home Directory:

Login Shell: File Server:

Login Failures: Last Login Failure:

Groups:

Last Login:

Figure 16. User Account Information Window

panel, click a host machine for which a user has been locked out. From the User s

pull-down menu, select the Updat e for Sel ected Host option. All valid user

accounts for the selected machine appear in the User panel by default.

NOTE: If you want to select the host machine you are currently using, select | ocal host .

STEP8: Determineif you want to view all user accounts or a subset of all user
accounts. If you want to view all user accounts, proceed to STEP 9. If you want
to tailor the list of user accountsto view particular users, select the Local User s

option, Net wor k Users option, Logged | n Users option, Enabl ed Users
option, Di sabl ed Users option, Locked Qut Users option, or Users with
Fai | ed Logi ns option from the Vi ew pull-down menu. Inthe User panel, the

letter L beside a user account indicates a locked account; the letter F beside a user
account indicates an account with one or two login failures; and the letter | beside

a user account name indicates the user account with which you logged in to the

machine.
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NOTE: If you just want to view alist of locked out users, select the Locked Qut Users
option. If you want to view alist of all user accounts with at least one login failure (including

locked out users), select the Users with Fail ed Logins option.

STEP9:

T}
I User Account Information

Users View

Select the user account that has been locked out of the selected host machine.
Inthe User panel, click a user account; the letter L should appear beside this user
account. Information about that user account appears in the panel on the right side
of theUser Account I nformation window, asshown in Figure 17.

User Name: User ID: 100 Group I1D: 1

Account Acce: LOCKED

Full Hame: System Admin USER Account

Office:

Office Phone: Home Phone:
Organization:

Social Security Mumber:

Home Directory: /h/USERS/

Login Shell: zh File Server:

Login Failures: 4 Last Login Failure: 06:09:09 PM EDT Wed.

Groups: o

Last Login 57:19 PM EDT Wed, Jul 23, 1897

Jul 23, 199

Figure 17. User Account Information Window with User Account Information

STEP 10:

For example, in Figure 17, the Account Access field shows that the user account
iSLOCKED, the Logi n Fai | ur es field shows that more than three (4+) login
failures have occurred, and the Last Logi n Fai | ur e field shows the date and
time of the last login failure.

Clear the selected user’slogin failures. Fromthe User s pull-down menu, select
thed ear Login Fail ures option. Inthe User panel, the letter L no longer
appears beside the cleared user account.

NOTE: If any commands do not work as expected, one or more messages appear in the
Resul t s panel of the window.
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STEP 11:

STEP 12:

Update information about the cleared user account. To ensure that the user
account is cleared, click the user account in the User panel. In the panel on the
right sde of the User Account I nformati on window, the Account Access field
updates to show that the user account is ENABLED.

Exit theUser Account | nformation window. To exit the User Account
I nf or mat i on window, select Exi t fromthe User s pull-down menu.

5.34 Monitoring Hard Disk Capacity

The security administration software provides the ability to monitor the capacity of the hard disk.
Y ou may enable a check that notifies you of when the hard disk reaches a certain percentage of its
full capacity. When you receive this warning, you may take the appropriate action to remove
unnecessary files or save files to an external storage device. Activating hard disk monitoring will
also activate audit log file monitoring. For additional information on monitoring the audit log files,
see Section 5.3.5.1, Monitoring the Audit Log Files. Follow the steps below to monitor hard disk

capacity.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

Log in asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application M anager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

Open theAudit Log Fil e Manager window. Double-click the Audi t Log
Fi | e Manager icon. TheAudit Log File Manager window appears
(Figure 18).
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STEPT:

STEPS8:

STEP9:

STEP 10:

Audit Log File Manager

Log File Manager: ©)Enable (" Disable

Execution Time: 14:00 — | Hr

File Deletion: (" Manual &) Automatic

v/ Issue Disk Capacity Warning: Capacity ’EIST % Used
Issue Motification When Disk Usage Reaches: ,4'?.; Kb *
Delete Log Files When Disk Usage Reaches: sod Kh #®

* 500 Kb / 2300 Bites per login = approximately 2 17 logins.

Motification: ©)Email { Local

Figure 18. Audit Log File Manager Window

Enable disk capacity monitoring. IntheLog Fil e Manager field, click Enabl e
to alow monitoring of the disk capacity.

Choose the time for disk capacity monitoring. The disk capacity will be
monitored once a day. The default time is 14:00 Hr. To choose an hour for hard
disk capacity monitoring, click the option button in the Execut i on Ti ne field.

Enable a disk capacity warning. To get awarning once the hard disk reaches a
certain percentage of its capacity, select | ssue Di sk Capacity Warning.

Select the percentage of disk capacity. To choose the percentage of the hard
disk’ s full capacity at which you want to receive awarning, click the option button
inthe Capacity Used field.
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STEP 11: Choose a method of notification. Inthe Not i fi cati on field, click Emai | to
receive a message in your e-mail account or Local to have awarning appear on
the screen that the disk is nearing its full capacity. If you choose Eni | , type your
e-mail addressin the data entry field. The address defaults to secman.

STEP 12: Exit theAudit Log File Manager window. To accept the disk capacity
monitoring and exit the Audit Log Fil e Manager window, click oK.

5.35 M anaging the Audit Log Files

Whenever a user logs in using the DIl COE Login Screen, an audit log file tracks the user’s login.
Over time, these login files could fill up, so the security administrator has the ability to manage the
audit log files.

The Solaris audit log consists of the following files: wt np, wt npx, ut np, and ut npx. These files
hold user and accounting information for commands such as who, write, and login.

Whenever the audit log files are deleted, an entry is made in the sysl og. | og file located in the
var/ adn sysl og directory.

The following two sections provide instructions for monitoring the audit log files and for manually
deleting audit log files.

5351 Monitoring the Audit Log Files

During installation of the DI COE Kernel, the user may choose to enable monitoring of the audit
log files. For more information about enabling audit log file monitoring during installation, see the
DIl COE Installation Procedures for the Kernel. Once the Kernel has been installed, follow the
steps below to monitor the audit log files.

STEP 1. Login asthesecurity administrator. IntheDi | COE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

STEP2: Enter thesecnman password. IntheDl I CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

STEP 3. Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

STEP4: OpentheD |_APPS folder. Double-click the Di I _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.
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STEP5: OpenthelL: SSO Def aul t folder. Double-click theL: SSO Def aul t folder. The
Application Manager - L:SSO Default window appears.

STEP6: OpentheAudit Log File Manager window. To opentheAudit Log File
Manager window (Figure 18), double-click the Audit Log Fil e Manager icon.

STEP7: Chooseto enableor disablelog file monitoring. IntheLog Fil e Manager
field, click Enabl e to alow monitoring of the log file capacity.

STEP8: View thefilesto monitor. To opentheFil e(s) to Monitor window
(Figure 19), click Fi | e(s) to Monitor . Thewindow lists the systen’ s audit log
files that will be monitored. To close the window, click oK.

Fileis) To Monitor

Figure 19. File(s) to Monitor Window

STEP9: Choosethetimefor log file monitoring. The audit log will be monitored once a
day. The default timeis 14:00 hr. To choose an hour for log file monitoring, click
the option button in the Execut i on Ti e field.
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STEP 10: Choose a method for log file deletion. When a log file becomes too full, you may
have the system automatically delete the file or you may manually delete it. The
system default is manual deletion. IntheFi | e Del eti on field, click Manual to
delete the files yourself or Aut onat i ¢ to allow the system to delete the files. For
instructions on manually deleting audit log files, see Section 5.3.5.2, Manually
Deleting Audit Log Files. When a user logs in again after a file has been deleted,
the system will regenerate the appropriate audit log file.

NOTE: The minimum file size for notification or deletion is 10K. The maximum size is
20,000K.

STEP 11: Choose the size of the audit log at which a warning message isissued. Inthe
I ssue Notification Wien Disk Usage Reaches field, enter the size of the log
filesin kilobytes at which you want to receive awarning. If you are using manual
deletion, go to Step 13.

NOTE: To receive awarning message before the audit log files are deleted, select a larger size
intheDel ete Log Files Wen Di sk Usage Reaches field thaninthel ssue

Notification Wien Di sk Usage Reaches field. When you receive the warning, you can
then choose to back up the log audit files on another storage device before the files are
automatically deleted.

STEP 12: Choose the size of the audit log at which the fileswill be deleted. In the
Del ete Log Files Wien Disk Usage Reaches field, enter the size of the log
file disk in kilobytes at which you want the disk to be deleted.

STEP 13: Choose a method of notification. IntheNoti fi cati on field, click Enai | to
receive a message in your e-mail account or Local to have awarning appear on
the screen that the audit log files have reached the size you set inthe | ssue
Notification Wien Disk Usage Reaches field. If you choose Emai | , type your
e-mail address in the data entry field. The address defaultsto secman.

STEP 14: ExittheAudit Log File Manager window. To accept the audit log file
monitoring and exit the Audit Log Fil e Manager window, click oK.
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5.35.2

Manually Deleting Audit Log Files

When you receive a warning that the audit log files have reached their specified limit and you have
not set your system for automatic deletion, you should manually delete the audit log files. For
additional information on monitoring the size of the audit log files and automeatic deletion, see
Section 5.3.5.1, Monitoring the Audit Log Files. Follow the steps below to manually delete audit

log files.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

STEPT7:

Log in asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application M anager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

Open theAudit Log File Manager window. Double-click the Audi t Log
Fi | e Manager icon. TheAudit Log File Manager window appears
(Figure 18).

View thelist of filesyou are going to delete. To opentheFile(s) to Delete
window (Figure 20), click Del et e Log Fil e(s) . The window lists the files you
are about to delete and their size in kilobytes.
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Filae(s) To Delete

Cancel

Figure 20. File(s) to Delete Window

STEP8: Deletethefiles. To delete the audit log filesand return to the Audit Log Fil e
Manager window (Figure 18), click Del et e.

STEP9: Verify deletion of thefiles. To opentheFil e(s) to Del et e window
(Figure 20), click Del ete Log Fil e(s) again. Verify that the size of eachfileis
correct and click Cancel toreturntotheAudit Log File Manager window
(Figure 18).

STEP 10: ExittheAudit Log File Manager window. To exitthe Audit Log File
Manager window, click OK .
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5.3.6 Maintaining User Accounts

The User Catalog provides tools to administer both local and global user accounts. Unlike
previous versions of Security Manager, this interface now allows the Security Manager to create
the user, assign them to additional UNIX groups, and assign them to profiles al from asingle
screen. Follow the steps below to access the User Catalog.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

STEPT7:

Log in asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application M anager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additiona
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

Open the Security M anager. To open the Security Manager, double-click the
Security Manager icon.

Display the User Catalog. From the Vi ew pull-down menu, select Users. The
User Catalog appears.

46
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5.36.1  User Catalog

The User Catalog provides an overview of the user accounts that have been defined in the
selected scope (i.e., local, global, or both). To display the User Catalog, choose User s from
under the Vi ew pull-down menu. A display, similar to that shown in Figure 21, will appear.

Flle Edit View |
User Catalog
Login User Mame UID Scope Unix Groups
COE COE Boot Acco | 400 local COE Al
sS4 System Admin 5 | 60 local other
550 Security Admin | 50 local admin
adm Admin 4 local adm, Ip, sys, Tty
bin Ausr/bin 2 local bin, sys
chh Chialan H. Hwa | 65535 local admin
dasmon / 1 local adm, bin, daemo
listen Metwork Admin | 37 local adm
Ip Line Printer &d | 21 local Ip
=1
Use shift+Buttonz to resize columns

Figure 21. User Catalog

The catalog provides a summary of the accounts available and enough information for you to

quickly identify the entry of interest. Additional detailed information about the users, such as the
profiles which they have, are available by double-clicking on the individual entries to bring up the

modify user window.

The User Catalog contains the following fields:

Field Name Description

Login User's login name.

User Nane | The user'sfull name.

ub The ID number assigned to this user by Security Manager and stored in the
/ et ¢/ passwd or NIS password entry.

Scope The account's scope. Currently either local or global.

UNI X A listing of the UNIX groups to which the user belongs. This will also

G oups include the user's default UNIX group.
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5.3.6.2  Creating Accounts

To create a user account, activate the User Catalog by selecting User s from under the Vi ew
menu. Next, select New User from under the Fi | e menu. A data entry screen appears, similar to
the one shown in Figure 22. If the New User option is disabled inthe Fi | e menu, Security
Manager has been configured to not manage user accounts (refer to the nodi fy_account s token
in the Security Manager configuration file described in Section 4.1.3 for more details.)

New User Dialog

L54 Default
L:550 Default

Figure 22. New User Dialog Window

The Oreate Account window contains the following fields:

Logi n Narme
8-character alphanumeric field for the user login name. Login names must be distinct across
scopes. You may not have alocal and global account with the same login name. If you enter a
login name that is either too short or too long, an error dialog box appears and you need to
correct the entry before you continue.

Passwor d
10-character field for the account's login password. Typed text is not shown in the field.
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Password Confirm
10-character field for the Administrator to reenter the password. Because the typed text is not
shown in the Passwor d field, reenter the password to confirm that you typed it correctly. If
the password in this field does not match that in the original Passwor d field, an error dialog
box, similar to that shown in Figure 23, will appear. Before proceeding further, edit one or
both of the Passwor d boxes.

Error Dialog —I

@ Passwords not matched, please retry

oK

Figure 23. Password Mismatch Dialog

User Nanme
40-character field for the name of the account holder, or any additional information that you
want to maintain in this field.

Default Profile
Default profile for the account. This field initially displays the default profile defined in the
Security Manager configuration file for the current scope. All profiles defined for the scope
are listed in the popup list. Selecting a profile from the popup list will load it into the
Default Profile field.

NOTE: Assigning the user to a default profile also assigns the user's default GID to the UNIX
group associated with the default profile's parent account group.

Scope
Scope of the user's account. The popup contains alist of available scopes, currently defined
as either Local or @ obal .

Optional G oups
The Avai | abl e window on the left contains a scrolled list of any optional UNIX groups that
can be assigned to the user that are currently not assigned to the user. By definition, the
scope of a UNIX group must be identical to the user's scope (e.g., alocal user can only be
assigned to local groups). To assign agroup to the user, click the name of the group in the
left window and click the right arrow button >. The selected UNIX group moves from the
Avai | abl e panel to the Assi gned panel. Alternately, double-click a UNIX group in the
Avai | abl e pandl to transfer it to the Assi gned panel. To unassign a group from a user,
select the UNIX group inthe Assi gned panel and click the left arrow button <. Alternately,
double-click an entry in the Assi gned list to transfer it to the Avai | abl e list. All optiond
groups assigned to an account as well as the group associated with the user's default profile
appear under the UNI X G oups listing on the User Catalog.
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Profiles
The Avai | abl e panel contains a scrolled list of profiles that have been defined by the security
administrator for the scope selected and that have not already been assigned to the user. The
Assi gned panel contains alisting of the profiles that have been assigned to the user. To
assign a profile to the user, click the profile name in the Avai I abl e panel and click the right
arrow >. The profile transfers from the Avai | abl e to the Assi gned panel. Alternately,
double-click the profile name in the Avai | abl e panel and it transfers to the Assi gned panel.
To remove a profile assigned to a user, click the profile name in the Assi gned panel and click
the left arrow button <. The profile moves from the Assi gned to the Avai | abl e window.
Alternately, double-click the profile in the Assi gned panel to move the entry from the
Assi gned panel to the Avai | abl e panel.

Y ou must provide entries for all fieldsinthe New User Di al og; only the Assi gned field in the
Opti onal G oups Section may be left blank.

If you have completed entering the user data, select Ok to submit the new user's information,
Reset to change the display back to its original form, or Cancel to return to the Catalog without
making any changes.

Once you click oK, Security Manager begins processing your request and may respond with one
or more error messages. For example, if you try to create a new user using a login name already
in use, an error dialog indicates that a duplicate user name has been detected. Dismiss the error
dialog box and edit the Logi n Name field of the New User Di al og and click oK to resubmit your
request to add a new user.

Once the account has been successfully created, Security Manager returns to the User Catalog,
which will now contain the new user entry. If for some reason the new user's entry does not
appear, click one of the headings to refresh the display.

5.3.6.3 Modifying an Account

Security Manager allows you to modify much of the data associated with a user after the user has
been created. For example, you can change the user name, password, UNIX groups of which
they are a member, and their assigned profiles. However, you may not change the user's login
name or the scope of their account.

To modify auser's entry, bring up the User Cat al og by selecting User s from the vi ew menu.
Double-click the entry you wish to change. Y ou may need to use the scroll bars to move through
the list to find the appropriate entry. Thiswill bring up the Modi fy User Di al og window
similar to the one shown in Figure 24.
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Modify User Dialog
Modify User
Login Name:| cph
Password: Password Confirmation:
User Name: Chialan H. Hwang
Optional Croups:
T Available | assigned |
COE admin
adm »
bin
daemon
Ip 4
mail
Profiles:
n Available I | assigned |
LS50 Default E Lisafe Profile
G54 Default L:5a Default
iS50 Default ‘
To assign, double click item from the Available
To unassign, double click item from the Assigned
OK Cancel

Figure 24. Modify User Dialog Window

TheMdi fy User Dial og behavesidentically totheCreate User Dial og. To changethe
password, type the new password in both the Passwor d and Passwor d Confi r mat i on boxes.

NOTE: The Change Password tool provided as part of the DII COE Kernel should be used to
change passwords rather than this interface since the Change Password tool performs a much
more rigorous check of the password entered.

Assign or unassign the user to or from UNIX groups and to or from profiles by moving entries
between the Avai | abl e and Assi gned lists. To move an entry, either select it once and choose
the appropriate arrow button (> to move from Avai | abl e t0 Assi gned or < to move from
Assi gned to Avai | abl e). You can aso double-click an entry to automatically transfer it from
one list to the other.

Once you have completed making your changes, click oK to begin processing the changes, or
Cancel to discard the changes you have made. Either option will return you to the previous
Cataog.
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NOTE: A user must have a profile. If you remove al of the profiles from a user, a dialog box
indicated that your entry has invalid input will be displayed. Add the user to a profile and then
click o or click cancel to abandon your changes.

5.3.6.4  Deleting an Account

Security Manager provides the ability to delete user accounts. Deleting an account will result in
removing all of the entries for the user in the user-profile database as well as deleting the user's
home directory. Make sure you really want to delete the user's account before you proceed. If
you need to temporarily remove the user's access to the system, you might want to enter a new
password for the user.

To delete a user, first bring up the User Catalog by choosing User s from under the Vi ew menu.
Highlight the entry you want to delete from the Catalog. Y ou may need to use the scroll bars. To
delete the entry, select Del ete User fromthe Edi t menu. A dialog box appears, similar to the
one shown in Figure 25. To delete the user, click Yes; to cancel the delete operation, click No.

[= |

Are you sure vou want to delete this user?

Yes o |

dialog_popup

Figure 25. Delete Account Dialog

NOTE: If you want to preserve the account directory and files, move them to a safe location
out of the/ h/ USERS structure. If another account is created with the same login name and
scope, it will overwrite the existing directory with a blank user account directory structure.

5.3.7 Maintaining Profiles

Security Manager maintains the user-profile database. Profiles are used to provide users with
easy access to data and applications based on their functional needs. Additional detailed
information about the profile, such as the applications which are currently assigned to it, is
available by double-clicking on the individual entriesto bring up the Modi fy User Di al og
window (Figure 26). Follow the steps below to access the Profile Catalog.

STEP 1. Login asthesecurity administrator. IntheDi | COE Logi n window
(Figure 6), type secnan in the Nane field and press [RETURN].

STEP2: Enter thesecnman password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security
Administration software appears.
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STEP 3: Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

STEP4: Open theD | _APPS folder. Double-click the DI | _APPS folder. The
Appl i cation Manager - DI I_APPS window appears.

STEP5: Openthel: SSO Defaul t folder. Double-click theL: SSO Def aul t folder. The
Application Manager - L:SSO Default window appears.

STEP6: Open the Security Manager. To open the Security Manager, double-click the
Security Manager icon.

STEP7: Display the Profile Catalog. From the Vi ew pull-down menu, select Profi | es.
The Profile Catalog appears.

53.7.1  Profile Catalog

TheProfile Catal og providesalisting of the profiles defined in the selected scope (i.e., local,
global, or both), the account group to which they belong, and the profile's scope. To display the
Profile Catal og, chooseProfile Catal og fromunder the Vi ew pull-down menu. A display,
similar to that shown in Figure 26, will appear.

EM_security_manager

Figure 26. Profile Catalog
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The Profile Catalog contains the following fields:

Field Name

Description

Profil e Nane

The name of the profile. This must be unique within the scope. It may be
up to 50 charactersin length.

Account G oup

The name of the account group to which this profile belongs.

C assification

The classification level of the profile. Note that this currently has no
impact on actual processing, nor should it be implied to provide any
support for multi-level security.

Scope

The scope of the profile. Currently thisis either | ocal or gl obal .

5.3.7.2  Creating Profiles

To create a new profil

e activatetheProfil e Catal og by selecting Profi | es fromthe Vi ew

menu. Next, select New Profi | e fromtheFi | e menu. A data entry screen, similar to the one
shown in Figure 27, will appear.

New Profile

adm Tool

Azsian Passwords
Create &ction
DTterm

Disk Manager
Edit Profiles

Figure 27. New Profile Window
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Enter the following information into the fields provided:

Profile ID
Enter the alphanumeric name of the profile. The profile's name must be unique within the
scope. The only profile name which has any specia impact on system behavior is the profile
withthename Safe Profile.

Account G oup
Select the account group to which this profile will belong. The account group determines the
maximum set of application icons which can be assigned to the profile. In effect, a profile
implements a subset of the icons that are part of a single account group.

C assification
Select the classification level from the pull-down list. Thisfield is currently for informational
purposes only and has no impact on the behavior of the system.

Scope
Use the pull-down list to set the scope of the profile. Currently, this scope is either local or
global. If you are making a safe profile, you should consider making the profile alocal profile.

Profile Lock
Use the pull-down list to define whether the profile can be Lockabl e or Non- Lockabl e. If you
are creating a safe profile, be sure to make it Non- Lockabl e.

Appl i cations
The Avai | abl e panel contains a scrolled list of application icons that are part of the specified
account group and that have not already been assigned to the profile. The Assi gned panel
contains a listing of the application icons assigned to the profile. To assign an application to
the profile, click the application name in the Avai | abl e window and click the right arrow >.
The application transfers from the Avai | abl e to the Assi gned panel. Alternately, double-
click application name in the Avai | abl e panel and it transfers to the Assi gned panel. To
remove an application assigned to a profile, click the application name in the Assi gned panel
and click the left arrow button <. The application moves from the Assi gned to the Avai | abl e
panel. Alternately, double-click the application name in the Assi gned panel to move the entry
from the Assi gned to the Avai | abl e panel.

Once you have completed your entry, click oK to instruct the system to add your new profile,
Reset to clear al of the changes you made to the dialog, or Cancel to discard your changes and
return to the Profile Catalog.

TheEdit Pernission andEdit Menu buttons are grayed out, indicating that the functionality is
not yet incorporated into Security Manager. If you need these services, execute the Edi t
Per mi ssi ons icon directly.
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5.3.7.3  Modifying Profiles

Security Manager alows you to modify much of the data associated with a profile after it has
been created. For example, you can change the profile name, its classification level, and the list of
applications assigned to the profile. However, you may not change the profile's account group or
its scope.

To modify a profile's entry, bring up the Profile Catalog by selecting Prof i | es from the Vi ew
menu. Double-click the entry you want to change. Y ou may need to use the scroll bars to move
through the list to find the appropriate entry. The Modi fy Profile Di al og window appears,
similar to the one shown in Figure 28.

Modify Profile Dialog

Adm Tool

Create action
DTterm

Disk Manager
Segment Installer
Text Edit

Figure 28. Modify Profile Dialog Window

Change the profile's name by directly editing the Prof i | e | D box. Update the classification by
using the pull-down list to select a new classification level. Assign or unassign application icons to
or from the profile by moving entries between the Avai | abl e and Assi gned lists. To move an
entry, select it once and choose the appropriate arrow button (> to move from Avai | abl e to

Assi gned or < to move from Assi gned to Avai | abl e). You can aso double-click an entry to
transfer it from one list to the other.
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Once you have completed making your changes, click oK to begin processing the changes or
Cancel to discard the changes you have made. Either option will return you to the previous
Catalog. TheEdit Pernissions and Edit Menu buttons are inactive and will remain so until the
next Security Manager upgrade.

5.3.7.4  Dédeting Profiles

Make sure you really want to delete a profile before you proceed. Once a profile has been deleted,
the user-profile database will update to remove the profile from any of the user's available profiles.
However, removing a profile will not update the user's last profile file. Deleting a profile that is
currently in use by a user may result in unpredictable results.

To delete a profile, first bring up the Profi | e Cat al og by choosing Prof i | es from under the
Vi ew menu. Highlight the entry you want to delete from the catalog. To delete the entry, select
Del ete Profile fromtheEdit menu. A dialog box, similar to the one shown in Figure 29, will
appear. To delete the profile, click Yes; to cancel the delete operation, click No.

> Are you sure you want to delete this profile?

Yes M

Figure 29. Delete Profile Dialog
5.3.8 Viewing the Application Catalog

The Application Catalog provides alisting of the application icons delivered as part of the
segments installed on the machine. As new segments are installed, a script automatically adds the
segment’ s icons into the Application Catalog. Therefore, the Security Manager does not provide
any tools to manage this application list. Rather, for consistency, a set of administrative tools
manages it that periodically reads the icon’s data files and repopulates the Application Catalog
accordingly.

Follow the steps below to display the Application Catalog.

STEP 1. Login asthesecurity administrator. IntheDi | COE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

STEP2: Enter thesecnman password. IntheDl | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

STEP 3. Accessthe Application Manager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additional
information about CDE, see the TriTeal Enterprise Desktop User's Guide.
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STEP 4:

STEPS:

STEP 6:

STEPT7:

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

Open the Security M anager. To open the Security Manager, double-click the
Security Manager icon.

Display the Application Catalog. From the Vi ew pull-down menu, select
Appl i cations. A display appears, smilar to that shown in Figure 30.

EM_security_manager
File Edit Wiew
Application Catalog
Apps Label Apps Name Acctgroup Name Scope

Adm Tool AdmTool System Admin local =
Assign Passwords | AssignPassword | Security Admin local
Create Action Createpction System Admin local
DTterm DTterm Swstem Admin local
Disk Manager DiskManager System Admin local
Edit Profiles EditProfiles Security admin local
Profile Selector | ProfileSelecto | Security admin local
Security Manage | SecurityManag |Security Admin local N
Security Mgr Re | SecurityMgrRe | Security Admin local
Segment Installe | Segmentinstall | System admin local
i T

Use Shift+ButtonZ to resize columns

Figure 30. Application Catalog

The Application Catalog contains the following fields:

5.3.9

Field Name Description

Apps Label | The name used to uniquely identify this application. This name must be
unique.

Apps Name | The full name of the application.

Acct group The account group to which the application belongs.

Nane

Scope The scope of the application. Currently, thisis either local or global.

Exec Path | Thefully qualified name of the executable (including path).

Exec The arguments that need to be sent to the executable in order for it to run

Argurments | correctly.

I con The icon file name.

Maintaining UNIX Groups
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The UNIX Group Catalog provides tools to administer UNIX group filesor NIS equivalent. Use
care when administering UNIX groups because they control much of the underlying access users
have to DIl applications. Follow the steps below to access the UNIX Group Catalog.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

STEPT7:

Log in asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application M anager. Double-click the Appl i cati on Manager icon
on the CDE panel. The Appl i cati on Manager window appears. For additiona
information about CDE, see the TriTeal Enterprise Desktop User's Guide.

Open the DI | _APPS folder. Double-click the Di | _APPS folder. The Appl i cati on
Manager - DI | _APPS window appears.

Open theL: SSO Def aul t folder. Double-click the L: SSO Def aul t folder. The
Application Manager - L:SSO Defaul t window appears.

Open the Security M anager. To open the Security Manager, double-click the
Security Manager icon.

Display the UNIX Group Catalog. From the Vi ew pull-down menu, select UNI X
G oups. The UNIX Group Catalog appears.
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5391

UNIX Group Catalog

The UNIX Group Catalog provides alisting of the UNIX groups that have been defined in the
selected scope (i.e., local, global, or both). To display the UNIX Group Catalog, choose UNI X
G oups from the Vi ew pull-down menu. A display appears, similar to that shown in Figure 31.

File Edit Wiew

EM_security_manager

Local Scope

Unix Group Name

Unix Group Catalog

Unix GID

Scope

User Mames

COE

E5)

local

adm

4

local

root,adm,daemon

admin

36

local

bin

2

local

root,bin,dasmaon

daemon

12

local

root,daemon

Ip

3

local

root,lp,adm

mail

5]

local

root

Noaccess

60002

local

nobody

600071

local

nogroup

65534

local

Use shift+Button2 to resize calumns

Figure 31. Unix Group Catalog

The UNIX Group Catalog contains the following fields:

Field Name

Description

UNI X G oup
Nane

Name of the UNIX group. This should be distinct on a machine.

UNI X G D

The UNIX Group ldentifier (GID).

Scope

The UNIX Group's scope (either local or global).

User Nanes

A comma delimited list of users currently assigned to the UNIX group.
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5.39.2 Creating UNIX Groups
To create anew UNIX group, activate the UNIX Group Catalog by selecting UNI X G oups from

under the Vi ew menu. Next, select New UNI X G oup from under the Fi | e menu. A data entry
screen appears, smilar to the one shown in Figure 32.

—
I Unix Group Dialog I

New Unix Group

Group Mame:

Croup Mumber: 1500

OK Reset | Cancel|

Figure 32. New Unix Group Dialog

Enter the following information into the fields provided:

Scope
Use the pull-down list to set the scope of the group. Currently, thisis either Local or @ obal .
A new local group entersinto the local host's/ et ¢/ gr oup file, and a global group entersinto
the appropriate NIS/NIS+ entry.

G oup Nanme
Enter up to an 8-character alphanumeric field for the name of the group.

G oup Nunber
Assign the UNIX group ID. Security Manager automatically chooses the next available group
ID based on the scope (configured in the Security Manager configuration file). Y ou may
choose to override the assigned number, but your selection must meet the minimum and
maximum values established in the Security Manager configuration file.

Y ou may use the same group number for more than one group name. However, group names
must be unique, allowing to get around the limitation on the number of users that can be assigned
to agroup. The logical listing of group ownership is based on group names, but actual file and
directory access by group permissions is derived from the group ID number.

Once you have entered the desired information, click oK to begin processing or Cancel to discard
your changes.
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5393 Modifying UNIX Group Names

Security Manager allows you to change the name of a group but not the group number or the
scope of the group. To modify a group name, activate the UNIX Group Catalog by selecting

UNI X G oups fromthe Vi ew menu. Double-click the UNIX group entry that you want to modify.
A Modi fy UNIX Goup Dialog, smilar to the one in Figure 33, appears. Type the new name of
the UNIX group and click ok to make the change or Cancel to discard your change.

—
I Unix Group Dialog I

Modify Unix Group

Group Mame: daemori
Group Number: 12
‘ oK Cancel

Figure 33. Modify UNIX Group Dialog
5.394  Deeting UNIX Groups

Make sure you really want to delete a UNIX group before you proceed. To delete a UNIX group,
first bring up the UNIX Group Catalog by choosing UNI X G oups from the Vi ew menu. Highlight
the entry you want to delete from the catalog. To delete the entry, select Del et e UNI X G oup
fromthe Edi t menu. A dialog box appears, similar to the one shown in Figure 34. To delete the
UNIX Group, click Yes; to cancel the delete operation, click No.

|

Are you sure you want to delete this group?

vl o]

dialog_popup

Figure 34. Delete Group Diaog
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5.3.10 Changing the secman Password

Follow the steps below to change the secnan password.

STEP 1

STEP 2:

STEP 3:

STEP 4:

STEPS:

Log in asthe security administrator. IntheDi | CCE Logi n window (Figure 6),
type secrman in the Nane field and press [RETURN].

Enter the secnan password. IntheDi | CCE Logi n window, type the secman
password in the Passwor d field and press [RETURN]. The Security Administration
software appears.

Accessthe Application Manager. Double-click Appl i cati on Manager onthe
Common Desktop Environment (CDE) panel. The Appl i cati on Manager
window appears. For additional information about CDE, see the TriTeal
Enterprise Desktop User's Guide.

Select the DI | _ToOLS folder. To openthe Appl i cati on Manager - DI | _TOOLS
folder, double-click the Di I _TOOLS folder in the Appl i cati on Manager window.

Select the Cchg Passwor d icon. To open the Set Passwor d window (Figure 35),
double-click chg Password.

Set Pazzword
Changjing password for secman on test]

Old Password

[

_ox | Cancel|

Figure 35. Set Password Window

STEP 6. Enter thecurrent secnan password. Inthed d Passwor d field, type the current

secnman password and click o.
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STEP 7. Enter the new secman password. The New Passwor d window appears
(Figure 36). Inthe Ent er New Passwor d field, type the new secnan password
and click oK.

|

Enter Hew Password

[

‘ m::| Cant:ell

Figure 36. New Password Window

STEP 8. Verify the new secman password. TheVerify New Passwor d window appears.
Type the new secrman password and click oK.

STEP9: Acknowledge that the secnan password has changed. Click ok when the
following message appears:

Your password has been successfully updated!

54 Related Processing

Section 5.4 applies to the Security Manager and not necessarily to the general Security
Administration software.

Profile directives are a mechanism by which Security Manager can perform additional processing
when auser is assigned or removed from a profile, or when an application is assigned or removed
from aprofile. The DIl COE Kernel provides directives that a segment can specify during the
installation process. These directives include actions to take when a user is created or deleted, and
actions to be taken when a profile is added or deleted. The Security Manager also provides
directives that a segment can choose to invoke when a user is assigned or unassigned to a profile
and when an application is assigned or unassigned to a profile. These last two directives are not
yet approved by Defense Information Systems Agency (DISA) for general use but were
incorporated into the design of Security Manager to handle Security Manager's own processing
needs as well as to provide an avenue for future growth.
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54.1 Assign or Unassign Usersto Profiles

Profile directives for user assignment to profiles are placed in the directory

/ h/ COE/ dat a/ User Prof i | eAssi gn. Any executable file in the directory starting with an A will be
invoked when a user is assigned to a profile. Any executable file in the directory starting with abD
will be invoked when a user is removed from a profile. Both sets of scripts will be called with the
following arguments, in order:

User Nunber The numeric user id of the account.

User Nane The login name of the account.

User Scope The scope of the account (local or global).

Profile Name  The name of the profile to which the user is being assigned or removed.

Profile Scope The scope of the profile (local or global).

NOTE: A profiledirectiveis provided to automeatically add or delete a user from the

NIS+ administration group when the user is assigned or unassigned from an administrative
profile. Administrative profiles are listed in the file

/' h/ Acct G ps/ SecAdni adni n/ scri pt s/ adni n_profil es. Thisfileis modifiable

by any user in the UNIX group admi n and should be modified to contain a list of profiles that
are to be assigned to users with System Administration duties.

5.4.2 Assign or Unassign Applicationsto Profiles

Profile directives for application assignment to profiles are placed in the directory

/ h/ COE/ dat a/ Prof i | eAppAssi gn. Any executable file in the directory starting with an A will be
invoked when an application is assigned to a profile. Any executable file in the directory starting
with a D will be invoked when a user is removed from a profile. Both sets of scripts will be called
with the following arguments, in order:

Profile Name  The name of the profile to which the application is being assigned or
removed.

Profile Scope The scope of the profile (local or global).
Application I D ThelD of the application being assigned or removed.
55 Data Backup

Not applicable.
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5.6 Error Recovery

For information on recovery from errors or malfunctions that occur during processing, see the
error recovery guidelinesin the DIl COE System Administrator’s Guide.
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